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During the First International CIP 
Conference in Frankfurt supported 
by Willy Stein from BSI Federal Office 
for information Security (Germany), 
and Stefan Brem from Ministry of 
Foreign affairs Switzerland, the wish 
of community building arose with 
the following targets: 
 
1. Create at least one CIP book 

which could be used at Universi-
ties for teaching and for getting 
a common understanding for 
PHD students. 

2. Create a Newsletter in which the 
community can exchange with 
each other and get an under-
standing of what is going on in 
Europe and internationally. 

3. Have an annual conference on 
the topic of CIP, integrating the 
stakeholders from government, 
administrations, industry, service 
providers and research, such 
that a dialogue and debate can 
be lead. 
 

Ten years passed and that wish has 
become reality. It was not only the 
engagement of many experts of the 
community, but also just the develop-
ing history, which confirmed all tech-
nical expertise by CI related inci-
dents. It is the fatal alliance of security 
with the destiny, that incidents only 
move the topic forward. Incidents 
create facts: this has been confirmed 
by more than 2000 years of military 
defence history. 
 
In the current phase, the awareness 
of governments on threats to CII has 
been raised based on experiences 
like Red October, Flame Duke, Stux-
net and similar on both ends of the 
security theatre: 
 
1. There is an economic and 

cheap way to get far better and 
more information than at any 
time before in history at minimal 
cost. 

2. The bet can be used – beside of 
intrusion – for reaching impact 
on the enemy or competing par-
ty. 

And the other side:  
 
3. Each nation is permanently ex-

posed to attacks on their confi-
dential information and never 
knows how far others are able to 
penetrate. 

4. Each nation sees itself as a vic-
tim of permanent attacks which 
may lead to third party having 
control on their data and infra-
structure. In the physical space 
this could create relevant dam-
age. 

 
In this respect, the European CIP 
community has a legitimate hope 
that cooperation will happen and 
create common values, leading to 
synergies. And this is what we want to 
stimulate and to learn about how to 
identify these domains of collabora-
tion.  
 
Some frameworks supporting collabo-
ration already exist: For instance, 
ENISA (European Union Agency for 
Network and Information Security) 
developed a CIP program that assists 
EU States and Commission to better 
understand the emerging CIIP land-
scape. However, this is not enough. 
 
The Report at the Centre for Europe-
an Policy studies CEPS on “the critical 
Infrastructure of the EU” clarified that 
there is a third stakeholder party be-
side service providers and govern-
ments: the suppliers. We have to be 
aware of the powerful position of the 
suppliers and to integrate them in all 
phases of incidents, according to the 
need of the running services and 
infrastructures.  
 
It is lead to each expert to reflect the 
trust into the suppliers, and how to 
design the architecture of the tuple 
“Legal contract” – “Technical design 
and architecture” – “Exposures and 
Dependencies”.  
 
However, all these thoughts are far 
beyond the comfort zone, but un-
happily completely irresponsible to 
not reflect on it! 

 

	  
	  

	  
	  	  

	  

 
Erich Rome is a senior researcher 

and project manager at Fraunho-
fer IAIS’ ART department. 

 
erich.rome@iais.fraunhofer.de 
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He is President of Swiss Informatics 

Association SI www.s-i.ch 
e-mail:  bmhaemmerli@acris.ch 

Editorial:  
The Meaning of a C(I)IPCommunity  

 
New challenges need new structures and alliances. Therefore community 

building tools such as conferences, exchange between researchers indus-
try and government as well as books and journals are essential. 	  
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As always, selected links – mostly 
derived from the author’s articles – 
and events conclude this issue.  
 
Enjoy reading this issue of the ECN! 
 
PS. Authors willing to contribute to 
future ECN issues are very welcome. 	   	  
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The EU-sponsored Critical Infrastruc-
ture Preparedness and Resilience 
Research Network (CIPRNet) project 
will establish a European Infrastruc-
tures Simulation and Analysis Centre 
(EISAC). This centre will provide sub-
stantial improvements for fast and 
adequate responses by authorities 
and critical infrastructure owners to 
complex emergencies affecting or 
originating from critical infrastruc-
tures. The research network will inte-
grate knowledge and technologies to 
create added-value decision support 
capabilities for national and multi-
national emergency management. 
 
On March 1, 2013, the Critical Infra-
structure Preparedness and Resilience 
Research Network (CIPRNet) project 
commenced. CIPRNet is a Network of 
Excellence activity in civil security 
research, co-funded by the European 
Commission’s 7th Research Frame-
work Program (FP7). Within four years, 
the CIPRNet consortium will make a 
decisive effort towards providing 
support from the Critical Infrastructure 
Protection (CIP) research communi-
ties to emergency responders, gov-
ernmental agencies and policy ma-
kers, enhancing their preparedness 
against service disruptions of Europe’s 
complex system of interconnected 
and dependent infrastructures. 
 

The CIPRNet Consortium 
 
CIPRNet comprises six European re-
search institutes (Fraunhofer, ENEA, 
TNO, CEA, JRC, Deltares), the Interna-
tional Union of Railways UIC, three 
European universities (Rome, Cyprus, 
Bydgoszcz), a Canadian university 
(UBC at Vancouver) and ACRIS 
GmbH from Switzerland. The project 
coordination is by the Fraunhofer 
Institute for Intelligent Analysis and 
Information Systems IAIS. The CIPRNet 
consortium of research organisations, 
universities and end-users brings to-
gether a unique set of knowledge 
and technology gathered in over 
sixty previous research projects in the 
field of CIP. Each partner also func-

tions as a multiplier by connecting to 
national and international networks 
and research platforms. 
 

 

 
New capabilities 

 
Reaching and maintaining the re-
quired level of preparedness requires 
adequate and fast adaptation to on-
going changes of Critical Infrastruc-
tures (CI). CIPRNet will implement 
advanced modelling, simulation and 
analysis capabilities for supporting 
more effective responses to disasters 
and emergencies that affect or origi-
nate from multiple CI. In particular, 
CIPRNet will create added-value 
decision support capabilities for na-
tional and multi-national emergency 
management. These capabilities will 
enable decision-makers and opera-
tors to analyse the various possible 
courses of action, to perform “what 
if” analysis, and to learn about short 
and long term consequences of their 
decisions. The consequence analysis 
will be based on real-time and statis-
tical data, status information on in-
volved CI, meteorological data, and 
more. The development of this new 
decision support capability will build 
upon pooling and integrating tech-
nologies and resources available at 
CIPRNet’s partners and beyond.  
 
As an additional capability, CIPRNet 
plans supporting the security design 

	  

	  

	  

“A	  lack	  of	  situational	  aware-‐
ness	   and	   protection	   of	   crit-‐
ical	  infrastructures	  by	  emer-‐
gency	   management	   opera-‐
tions	   may	   result	   in	   the	   un-‐
wanted	  extension	  of	  the	  du-‐
ration	   and	   size	   of	   emergen-‐
cies	   with	   more	   casualties,	  
more	   suffering,	   and	   more	  
damage	  than	  needed.”	  	  
	  
E.	  Luiijf,	  M.	  Klaver,	  2013	  

Erich Rome 
 
Erich Rome is a senior researcher 
and project manager at Fraunhof-
er IAIS’ ART department. In 1983, he 
received a diploma in Computer 
Science (U. Bonn). Thereafter, he 
worked as a researcher at GMD 
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PhD degree in Engineering Scienc-
es from the University of Bremen 
and started research in robotics. 
Since 2007, Erich Rome investigates 
modeling, simulation and analysis 
for critical infrastructure protection 
and multi-sensory systems for sur-
veillance and security. He	   pub-
lished numerous peer-reviewed 
publications, edited several books 
and is a member of the steering 
committee of the workshop series 
CRITIS. So far, he coordinated four 
EU projects, CIPRNet being the 
current one. 
 
 
 
 
e-mail: 
erich.rome@iais.fraunhofer.de	  

CIPRNet: EU Network of Excellence for 
more resilient Critical Infrastructures 

 

»CIPRNet« aims at establishing a European Infrastructures Simulation & Analy-
sis Centre. Providing new capabilities for crisis managers and building ca-
pacities of researchers and trained experts are key elements of CIPRNet. 
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of Next Generation Infrastructures like 
Smart Grids. 
 

Scenarios & Architecture 
 
CIPRNet creates scenarios at different 
scales for developing, testing and 
training the new capabilities. A re-
gional Italian scenario will consider 
several infrastructures and threats like 
floods, landslides, and earthquakes. A 
scenario in a densely populated re-
gion of the border between The 
Netherlands and Germany will con-
sider cross-border emergencies. 
 
The development of the new capa-
bilities follows a model-based systems 
design approach. Key elements of 
this approach are scenario orienta-
tion, requirements engineering, and 
use cases. Using questionnaires, 
CIPRNet will gather general require-
ments for decision support and simu-
lation systems from potential end 
users. 
 
As a field test of the new capabilities, 
CIPRNet will demonstrate timely, ac-
tionable, risk-informed CIP analysis 
and strategies for authorities. 
 

Capacity building 
 
In order to provide long lasting sup-
port from the research communities, 
CIPRNet aims also at building the 
required capacities. Numerous dis-
semination and training activities will 
contribute to this aim, including but 
not limited to the following. Dedicat-
ed cooperation workshops with other 
projects and networks in the field will 
contribute to a better coherence in 
the distributed multi-community of 
CIP researchers and experts. Dedi-
cated training activities will familiarise 
experts and potential end users with 
CIPRNet technology and knowledge. 
Young researchers will be trained via 
staff exchange between CIPRNet 
partners and by integrating CIPRNet 
lectures into the Master in Homeland 
Security course at the Università 
Campus Bio-Medico in Rome, Italy. 
The CRITIS conference series will con-
tribute to dissemination and visibility 
of CIPRNet results. 
 

The CIPRNet Community 
 
From the start, CIPRNet will involve its 
stakeholders in the design of the new 
capabilities. This will be accomplished 
both by an International Advisory 
Board of end users and other stake-
holders, and by targeted workshops 

and training events. The International 
Advisory Board has currently ten 
members from civil protection autho-
rities, ministries, industry, and asso-
ciations fostering security and CIP. An 
Independent Ethics Board of experts 
in data protection and privacy ensu-
res compliance of the project results 
with legal and ethical standards. 
 
VCCC and EISAC 
 
For achieving a long-term impact 
and improvement, the new capabi-
lities need to be consolidated and 
sustained beyond the duration of the 
project. For the development, conso-
lidation and dissemination of the new 
capabilities, CIPRNet will establish a 
virtual centre of competence and 
expertise in Critical Infrastructure Pro-
tection, the VCCC. The VCCC is a 
virtual facility since during the term of 
CIPRNet it will neither be a legal body 
nor a built structure. But it will serve as 
a foundation for a European Infra-
structures Simulation & Analysis Cen-
tre (EISAC), with the ultimate goal of 
sustaining the new capabilities and 
further innovations beyond the dura-
tion of CIPRNet.  
 
A design study of EISAC is available 
from the completed EU project DIESIS 
and will be employed in CIPRNet. The 
idea here is to found autonomous 
national EISAC nodes in Member 
States who would support this. These 
nodes shall provide services tailored 
to the needs of the Member States. A 
central roof organisation at a Euro-
pean level shall ensure standardi-
sation of basic technology like mid-
dleware and modelling approaches, 
broker bilateral cooperation of EISAC 
nodes, and provide support at EU 
level. 
 
Since transfer of research results into 
application as well as modelling, 
simulation and analysis based new 
decision support capabilities will be 
the focus of EISAC, it will be comple-
mentary to the services of networks 
like CIWIN (Critical Infrastructure 
Warning Information Network) and 
ERNCIP (European Reference Net-
work for Critical Infrastructure Protec-
tion). 
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There has been a tradition across 
Europe (and the US) of military securi-
ty planning over at least 50 years. 
Cold war postulated mainly one sce-
nario option until 1990. Most countries 
(and NATO 1 ) had their dedicated 
analytical capabilities to support 
military organisation, planning, pro-
curement and operations, the latter – 
fortunately – only in simulated, never 
in real scenarios. This relatively clear 
process changed, gradually during 
the nineties and more radically since 
09/11 and its aftermath. NATO has to 
struggle for new options, and the EU 
successively develops its own security 
and defence role. 
 

What is new? 
 
The discussion here analyses the con-
siderable shift in the security para-
digm from the military and the cold 
war to homeland security and the 
changing threat spectrum. This has 
mainly been a shift to complexity and 
uncertainty. At least three major 
changes have to be realised, under-
stood and transferred to processes 
and tools which allow for “optimal” 
decisions in today’s and tomorrow’s 
fast changing world: 
 
1. Needs for organisational chang-

es require a novel type of politi-
cal decision processes 

2. The scenarios of changing vul-
nerabilities, threats and risks re-
quire good foresight and contin-
uous updating 

3. The planning and decision pro-
cess of necessary security 
measures requires powerful tools 
and methods of application 

 
While the armed forces have been 
one organisation/administration with 
by and large one typical mission, 
“Homeland Security” in western 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1  NATO with its SHAPE Technical Center STC, 

later NCI, the NATO Consultation, Command, 
Control Agency 

countries is typically planned and 
enforced by eight to ten different 
organisation and up to thrity adminis-
trative bodies at different political 
levels, e.g. in Germany by various 
federal, state and communal/ local 
authorities. 
 
The two-block 2  military scenario of 
territorial and sovereignty defence 
was more and more replaced by the 
variety of possible threats (terrorism, 
technical and natural disasters), and 
vulnerabilities. The focus shifted from 
thinking in categories of territorial 
sovereignty to security of societies 
who are heavily relying on (critical) 
infrastructures. 
 

 

 
Whereas military life cycles lasted 30 
to 40 years, civil security measures 
need to be implemented in rather 
short periods and be flexible for ad-
aptation to fast changing priorities. 
 
We will not speculate about the need 
for changing organisations and pro-
cesses of cooperation and coordina-
tion between the different organisa-
tions. This is mainly political business. 
Rather we will give a few examples 
on how things are improving at EU 
level concerning forecast and as-
sessment of scenarios, and then we 
will mainly concentrate on an effort 
which should help systematise the 
process of planning of and decision 
making on security measures. 
 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
2 NATO and Warsaw Pact 

	  

 

 
 

 

 

	  

Requirements	   for	   security	  
planning	   and	   decision	   have	  
substantially	  changed	  	  

 

Reinhard Hutter 
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christian.blobner@iff.fraunhofer.de 
Photo: © by Dirk Mahler 

How to rationalise and economically  
justify security for CIP  

 

Developing efficient security requires advanced methodologies for trans-
parent planning and decision support. This includes dynamic scenario fore-
cast, use case experiments, and advanced tools for the organisations and 

users involved 



ECN 15 European CIIP Newsletter Volume 7 Issue 15 10   

The EU 7th Framework Program in its 
Thematic Area 10 “Security” has, 
since 2008, allocated €1.3bn and 
funded an estimated 200 projects. 
Many of them focus on technologies, 
but increasingly also on future threat 
and protection scenarios. As far as 
CIP and CIIP is concerned, there is a 
coordinated overlap to the FP7 ICT 
theme.  
 
The FOCUS project 3  has developed 
several long-term foresight scenarios, 
one being focused on Critical Infra-
structure and supply chain protection 
which not only sees the technical 
vulnerabilities but more so the future 
role of the EU and EU research, socie-
tal aspects, cross-border require-
ments, and comprehensive risk as-
sessment. The time horizon envisaged 
is 2035. 
 
Another, still on-going project, CATO4, 
deals with CBRN (chemical, biologi-
cal, radiological, nuclear) crisis man-
agement architecture, technologies 
and operational procedures. It will 
develop an “open toolbox” for man-
aging non-conventional terrorist at-
tacks or attacks on facilities holding 
CBRN material. Again, solutions will 
be tested in concrete simulated 
and/or experimental scenarios. 
	  
Decision support 
 
Let us now elaborate in some more 
detail on the challenge of decisions 
for security. The provision of a public 
good like security through market 
mechanism is difficult, to say the 
least, as every citizen benefits from it 
but has little incentive to voluntarily 
contribute to its realisation. This calls 
for responsibility and action of public 
stakeholders, i.e. of the government 
and public bodies. Governments 
have to create the legal, organisa-
tional and financial framework to 
provide security. Security related 
decision-making in the public sphere 
needs to take into account a com-
plex socio-economic and political 
environment. A cost benefit analysis 
in the field of security related public 
decision making, therefore, always 
has to consider a variety of possible 
scenarios and a considerable num-

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3 

http://www.focusproject.eu/knowledgeplatform/
workbench (2011-2013) 

4 
http://cordis.europa.eu/search/index.cfm?fusea
ction=proj.document&PJ_LANG=EN&PJ_RCN
=12533818&pid=28&q=FD8A9BBC079BD5FC
ECD584ADBD3CE6A7&type=adv (2012-2014) 

ber of quantitative and qualitative 
factors. This together with the dis-
cussed complexity of organisations 
and the uncertainties on future sce-
narios comprise the main challenge 
because a systematic analytical 
planning and decision process sup-
ported by validated support tools is 
widely missing. 
	  
The Approach 
 
The ValueSec5 project is attacking this 
multi-dimensional challenge with a 
comprehensive methodological ap-
proach that – to our knowledge – has 
not been tried before. After an inten-
sive survey and evaluation of more 
than 50 candidate theories, method-
ologies and tools on the one hand, 
and the analysis of the immense 
number of different factors influenc-
ing security related decisions on the 
other, it became obvious that the 
one single “general purpose decision 
support” will never6 be feasible. 
 

 

 
Therefore, the decision space was 
separated into three decision sub-
areas. It should be emphasised that 
ValueSec is not dealing with tacti-
cal/operational, i.e. short-term, deci-
sions during an incident. The project 
addresses planning of security 
measures and evaluating decision 
alternatives on a strategic, i.e. medi-
um- to long-term horizon. The spec-
trum of possible security measures 
may range from legislation, organisa-
tion and procedure changes, invest-
ment in new or more technologies or 
improving preparedness by training 
and exercising. This decision making 
of public stakeholders in the field of 
security is embedded in a complex 
web of interdependencies, which 
can obscure the full costs and real 
benefits of decisions but also their 
different consequences, sometimes 
hard to identify, to trade-off against 
each other, and to attribute to the 
specific decision. This complexity has 
to be reflected in the way decisions 
should be supported from an analyti-
cal point. Potential effects and con-
sequences of decisions have to be 
made transparent. The ValueSec 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
5 http://www.valuesec.eu  
6 Never say never, but at least not within a rea-

sonable frame of time and money 

project, therefore, establishes a 
comprehensive approach based on 
three pillars of analytical methods 
and tools:  
 
• RRA = Risk Reduction Assess-

ment: Calculating the expected 
reduction of risks caused by the 
security measure(s) in question   

• CBA = Cost Benefit Analysis: 
Comparing those positive and 
negative effects of security 
measure(s) which can be ex-
pressed in monetary terms 

• QCA = Qualitative Criteria Anal-
ysis: Evaluating all criteria which 
influence the decision, that 
cannot be expressed in quanti-
tative terms 

	  
Accordingly, a typical evaluation of a 
security measure will follow the three 
steps in close sequence:   
	  
• Risk reduction is usually the start-

ing point of an evaluation, as 
the reduction or mitigation of 
damages and/or of the likeli-
hood of an incident is usually the 
most important driver for any se-
curity policy decision. Different 
tools are offered like simulation, 
heuristic hierarchical models and 
evaluation methods based on 
probability theory.  

• The cost-benefit calculations 
need input from the RRA as the 
CBA model will balance the cost 
of a security measure against 
the monetary savings in case of 
security incidents. It is based on 
a classical life-cycle cost model-
ling approach (planning, devel-
opment, procurement, mainte-
nance etc.). It is deliberately lim-
ited to those effects which can 
be expressed in money. 

• All other decision criteria (which 
are often implicit part of a CBA), 
have been structured in a sepa-
rate utility analysis tool based on 
the methodology of MCDA 7 

which has been tailored towards 
the specific requirements of se-
curity related decisions. 

 
At the end of these steps, the three 
different results need to be common-
ly interpreted and aggregated to 
recommendations for the decision 
maker. Furthermore, sensitivity analy-
sis and comparison of alternative 
measures are enabled. 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
7 http://en.wikipedia.org/wiki/Multi-

criteria_decision_analysis  

	  

We	  need	  to	  better	  foresight	  
scenarios	  
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Decisions driven by quali-
tative criteria 
 
In security, much more than in usual 
political or business investment deci-
sions, many (sometimes most) driving 
factors are not quantifiable in numer-
ical, physical or commercial units. This 
particularly holds for questions like: 
 
• How does society react to and 

accept security measures, in-
cluding questions of civil liberty, 
data protection and privacy? 

• How do security measures inter-
fere or comply with the national 
and international legal and pro-
cedural frameworks? 

• Which are expected conse-
quences for the environment, for 
ethical settings etc.? 

• How do political factors like 
compliance to the political 
agenda or to competing or rival-
ling political forces influence the 
security decision? 

• How attractive or counter-
productive is the security meas-
ure from scientific/technological 
and economic/commercial 
point of view? 

 
The in-depth analysis of these differ-
ent “intangibles” revealed how com-
plex security decisions may be. The 
categories above have been broken 
down into a total of almost 100 differ-
ent criteria which will, in a concrete 
evaluation case, be subject to selec-
tion, weighting and a normalised 
pseudo-quantification via so called 
Utility Functions. 
	  

The progress beyond 
state of the art 
 
In summary, the decision rational 
when using this 3-pillar methodology 
follows a systematic and transparent 
evaluation of decision parameters 
such as threats and risks, budget re-
strictions as well as political and soci-
etal needs. The overall assessment 
finally has to integrate the results of 
these three pillars of risk, costs, and 
concepts of value. This method pro-
vides a novel holistic analytical view. 
It comprises the huge number and 
variety of decision parameters in 
security planning and decision pro-
cesses. This helps to base decisions 
more on rationale rather than on 
intuition, and to make the processes 
fully transparent. 
  

Scenarios and use cases 
 
The ValueSec toolset is being inte-
grated into a common user interface 
and a remotely accessible software 
architecture for distributed use. Its 
performance is being evaluated with 
respect to three dimensions: The ad-
equacy to the decision maker’s secu-
rity problem, the efficiency of setting 
up and exercising evaluation rounds 
for concrete applications, and the 
acceptance by the end-user (com-
plexity, understanding, usability and 
user interface). The evaluations have 
been started with five different so 
called scenario based Use Cases all 
of which are addressing the wider 
domain of improving security of criti-
cal infrastructures: 

 

We need to rationalise 
planning of and decisions 

on security 
 

 

 
 
 

1. Improving protection of visitors of 
a public mass event through 
better screening and surveill-
ance technology 

2. Protecting passenger trains from 
being compromised with explo-
sives 

3. Improving airport security by in-
troducing advanced liquid/ 
aerosol/gel (LAG) scanning sys-
tems 

4. Reducing damages in a flood-
prone area by improved dyke 
and water management sys-
tems 

5. Reducing vulnerabilities in 
SCADA systems with improved 
communications and organisa-
tional coordination. 

 
This spectrum of rather different ap-
plications serves as a platform of 
demonstrating the multi-purpose 
applicability of the developed tool-
set. Valuable feedback has been 
generated during a stakeholder 
Workshop on 26 June, 2013, and final 
results and conclusions will be pre-
sented at the final ValueSec confer-
ence in December 2013. 
 
One basic question remains for the 
time being: Will decision makers wel-
come or fear a more transparent 
planning and decision process? 
 
The authors would like to acknow-
ledge the work of the whole Value-
Sec consortium without whom this 
article would not have been possible. 
Furthermore, the authors acknow-
ledges the funding of the research 
work carried out in the ValueSec 
project by the European Commission 
in the 7th Framework Program – FP7 
(Contract number 261742). For more 
information see www.valuesec.eu.  
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Divide and conquer strategies have 
been advanced throughout the 
years to cope with the complexity of 
power system networks and allow for 
real time simulation and control. More 
recently, these techniques have 
been applied to the problem of criti-
cal infrastructure protection and dis-
aster response. Models that can in-
corporate multiple layers of inter-
action among economic, social, 
human, and physical systems are 
needed to bring “order among cha-
os” in the rapid expansion of the 
twenty-first century power grid and in 
an effective disaster response. 
 

Complex systems 
 
In a classical definition, a complex 
system is a network of heterogeneous 
components that interact nonlinearly 
to give rise to some emergent behav-
iour. The complexity of the interac-
tions increases considerably when 
humans are part of the system. 
For example in disaster response, 
“humans in the loop” appear in the 
form of victims of the disaster, first 
responders, decision managers, and 
policy makers. Interactions among 
agents form dynamic continuum of 
past, present, and future actions and 
consequences. 
 
An early effort to model the complex-
ity of human and physical system 
interactions was made by Forrester 
(Forrester 1971). In his work he sets out 
to model the entire world of re-
sources, production, capital, trade, 
environment, and population growth. 
He aptly called his model “World 
Model” and was the basis of the in-
fluential work “The Limits to Growth” 
by the Club of Rome. 
 

A technical definition 
 
From a technical point of view, we 
can relate our perception of com-
plexity to our capability of cognition 
of the process. We can postulate 
three principles that determine our 

ability for cognition: 1) Our under-
standing of the process, 2) The sophis-
tication of our modelling tools, and 3) 
Our capability of measuring the pa-
rameters. Our ability to observe and 
measure the process determines 
what the system looks like to us. Our 
thinking about what we see deter-
mines our ability to establish relation-
ships among the parts. Properties of 
the objects and the relationships 
among objects allow us to form sys-
tem models that can be used to pre-
dict the expected outcome from the 
system for situations not yet observed. 
 

   

As our means of cognition improve, 
so does our tendency to build even 
more complex systems. However, as 
complexity challenges our ability of 
cognition, the tolerances to control 
the processes become narrower. For 
example, in meshed power systems, 
as opposed to radial systems, the 
settings of the protection and control 
devices have to be kept under much 
narrower margins.  
 

Growth of the power grid 
into a complex system 
 
The electric power grid has been 
called by the IEEE the largest ma-
chine ever built by humanity. Edison’s 
single-generator DC system that 
could carry electrical energy over a 
distance of 3 km to 59 customers was 
quickly replaced by Tesla-Westing-
house’s AC system that can carry 
electrical energy through hundreds of 
kilometres provided that all genera-
tors in the network turn together in 
“synchronicity”.                    

 

 

 

Complexity	   is	  related	  to	  our	  
capability	  of	  cognition	  of	  the	  
process.	  
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Modern critical infrastructures constitute highly complex systems that  
challenge our technical and cognitive capability to effective manage  

their behavior     
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The North American electrical grid is 
the largest in the world, with a ca-
pacity of about 1300 GW and total 
assets of over $1 trillion. It comprises 
three major extensive interconnected 
areas: the Eastern, Western, and Tex-
as systems. The AC grid’s extension 
and its synchronicity requirement (a 
generator in Alberta has to run in 
sync with a generator in Arizona) 
make the AC grid one of the most 
complex systems ever created. 
 
The paradigm of large generating 
plants operating synchronously and 
long transmission lines carrying elec-
tricity over large distances defined 
the nature of the power industry. 
Single companies owned generation, 
transmission, and distribution forming 
monolithic structures in terms of own-
ership and operational requirements. 
Because of the physical constraints of 
the system, deregulation models that 
were successful in the telecommuni-
cations industry met with very limited 
success in the power industry. 
 
The extraordinary growth of the pow-
er grid in industrialised countries in the 
twentieth century, together with the 
grid’s reliability, made it the centre of 
the national system of critical infra-
structures (CI’s) in modern societies. In 
Canada we define ten CI’s: energy, 
water, food, manufacturing, finance, 
ICT, transportation, health, safety and 
order, and government and de-
fence. Problems in the power grid 
affect all other infrastructures and 
large blackouts have severe conse-
quences. 
 

The Emerging Distributed 
Grid 
 
The twentieth century power grid was 
very successful in making electricity 
available at reasonable prices and 
with high reliability. Nonetheless, its 
structural model was unsustainable. A 
number of crises and concerns 
emerged at the end of the last cen-
tury and continue aggravating in the 
twenty-first century that are driving a 
new paradigm. 
 
The energy crisis, the economic crisis, 
the environment concerns, and the 
sustainability challenges are driving 
the electrical grid into a heterogene-
ous world of distributed ownership of 
clean, renewable energy sources. 
 
The continued indiscriminate use of 
carbon-based fuels is having grave 
consequences for the environment. 
Using coal to generate 1 kWh of elec-

tricity, each hour that a person sits in 
a room with a couple of lamps, a 
couple of computers, and some 
heating or cooling, one kilogram of 
CO2 is released into the atmosphere. 
Half a kilogram is released if natural 
gas is used for generation, but only 5 
to 50 grams are released if alternative 
renewable sources, like wind, water, 
or solar are used to generate the 
electricity. 
 

Network models 
 
In terms of its topological structure, 
the power grid tends to follow a 
scale-free small-world network model 
where the average strength of the 
nodes is of polynomial order. The 
network contains denser sub-regions 
with links joining the sub-regions. In 
mathematical terms, the matrices 
representing the system states tend to 
be block-diagonal. 
 

 

 
The emerging distributed grid will 
maintain this basic structure and 
even though there will be more inde-
pendent nodes in terms of genera-
tion, there will be a stronger need to 
share storage to balance out the 
non-dispatchable nature of alterna-
tive sources. 
 
In terms of ownership, the traditional 
grid constitutes a monolithic hierar-
chical structure with relatively few 
points of interdependency between 
business decisions and operational 
decisions. The new distributed-
generation grid, on the other hand, 
will have multiple ownerships and a 
trading market will emerge which will 
more tightly integrate operational 
and business decisions. Modelling this 
new paradigm will require more of a 
“world model” that closely integrates 
economic, social, and developmen-
tal layers with the physical layer of 
producing and distributing electricity. 
 

“Divide et impera”: 
breaking complexity in 
the power grid 
 
An effective way to manage com-
plexity is to break a large system into 

subsystems joined by links. In social 
and biological networks this is known 
as Community Structure Theory. For 
electric power networks this concept 
has been extensively applied to 
achieve faster solutions in very large 
networks (Martí et al. 2002). 
 

The Multi-area Thévenin 
Equivalent concept  
(MATE) 
 
MATE conceptualises a complex sys-
tem as made up of “independent 
subsystems” that exchange resources 
through a mediating “links subsys-
tem”. 
 
The MATE solution involves three 
steps. First, the independent subsys-
tems are solved separately, without 
considering the links. Next, the links 
subsystem is solved. Third, corrections 
are applied to the subsystems to ac-
count for the flow through the links. 
 
The MATE approach allows each 
subsystem to be solved as a separate 
entity and each subsystem may use a 
different solution technique and dif-
ferent time constants. The links subsys-
tem provides a common ontological 
framework where the interactions 
among subsystems can be resolved. 
During the links solution, the inde-
pendent subsystems are represented 
by a reduced-order equivalent of a 
dimensionality equal to the number 
of external nodes. In the case of elec-
tric circuits, this concept corresponds 
to the Thévenin / Helmholtz Theorem. 
 

I2Sim for disaster mana-
gement 
 
During large disasters, such as earth-
quakes, tsunamis, floods, and others, 
multiple critical infrastructures may 
suffer damage in their physical integ-
rity or on their ability to provide their 
services. This results in a reduction of 
the available resources (e.g., electric-
ity, water, food, shelter, transporta-
tion, etc.) and in a congestion of 
some of the essential services (e.g., 
transportation, hospitals). 
 
The proportion in which the available 
resources are distributed to the units 
that require those resources will de-
termine the functionality of those 
units. 
 
For example, the ability of a hospital 
to treat the victims of the disaster will 
depend on the availability of electric-
ity, water, doctors, nurses, medicines, 

	  
The	  electric	  power	  grid	  is	  at	  
the	   centre	   of	   the	   national	  
system	  of	  critical	  infrastruc-‐
tures.	  	  
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etc. If, after damage in the electrical 
substation, most available electricity 
is given to the hospital, there might 
not be enough electricity for the wa-
ter pumping station to supply the 
hospital. In this case, the hospital 
might be severely limited, not for lack 
of electricity but for lack of water. A 
better decision would have been to 
split the power between the hospital 
and the water pumping station. 
 
In the example above, the power 
network and the water network can 
be considered as independent sub-
systems, with the power substation, 
the hospital, and the water pumping 
station as the links subsystem joining 
the power and water networks. 
 
The i2Sim framework (Martí et al 2008) 
was developed to model the links 
subsystem that ties in multiple critical 
infrastructures providing resources to 
a community. 
 
The decision nodes where resources 
allocations are determined are part 
of the i2Sim subsystem. The human 
decisions layer where policy makers, 
managers, and responders come 
together to make an allocation deci-
sion is interfaced, through control 
signals, with the i2Sim physical subsys-
tem layer. To help foreseeing the 
consequences of allocation deci-
sions, multiple i2Sim optimisation loops 
can be run performing “what if” sce-
narios.  
 
In the i2Sim framework, the power 
network, the water network, etc. can 
be modelled using conventional off-
the-shelf simulation tools for the par-
ticular domain. i2Sim provides the 
common ontological framework 
where the interdependencies among 
multiple dissimilar subsystems come 
together.  
 

Disaster Response Net-
work Enabled Platform 
(DR-NEP) 
 
The Disaster Response Network-
Enabled Platform (DR-NEP) project of 
Canada’s Advanced Research and 
Innovation Network (CANARIE 2013) 
provides an online platform that can 
integrate experts and simulation tools 
across multiple geographical loca-
tions. 
 

 

 
DR-NEP’s main node at the University 
of British Columbia hosts an Enterprise 
Service Bus architecture (ESB) where 
multiple domain simulators are inter-
faced through software adapters to 
a common database that follows the 
i2Sim ontology. i2Sim is also interfaced 
to this ESB bus. Data is exchanged 
through this common bus among 
domain simulators and i2Sim. A soft-
ware controller keeps the timing and 
synchronisation among the domain 
simulators and i2Sim. 
 
User interaction is provided by web 
services that can be accessed using 
a common web browser. Through this 
browser interface, the user or group 
of users can run complex disaster 
management simulations involving 
disaster event simulators, damage 
assessment simulators, multiple do-
main simulators, and decision optimi-
sation tools.   

References: 
 
Forrester Jay W (1971) World Dynam-
ics 2nd Ed. Wright-Allen Press, Massa-
chusetts 
 
Martí JR et al (2002) OVNI: Integrated 
Software / Hardware Solution for Re-
al-Time Simulation of Large Power 
Systems. In: Proceedings of  
14th PSCC, Seville, Spain, June 24th – 
28th, 2002 
 
Martí JR et al (2008) I2Sim Modelling 
and Simulation Framework for Scenar-
io Development, Training, and Real-
Time Decision Support of Multiple 
Interdependent Critical Infrastructures 
during Large Emergencies. In: Proc. of 
NATO (OTAN) MSG-060 Symposium 
on "How is Modelling and Simulation 
Meeting the Defence Challenges out 
to 2015?" Vancouver 7-8 October, 
2008 
 
CANARIE (2013) Canada’s Advanced 
Research and Innovation Network. 
Disaster Response Network-Enabled 
Platform (DR-NEP). 
http://www.canarie.ca/en/network-
programs/network-
platforms/nep/projects. Accessed 28 
May 2013 
  

	  
I2Sim	   provides	   a	   common	  
ontological	   framework	   to	  
resolve	   interdependencies	  
among	   dissimilar	   critical	  
systems.	  	  
	  



ECN 15 European CIIP Newsletter Volume 7 Issue 15 16   

(Left intentionally blank  
for double sided printing)  



ECN 15 European CIIP Newsletter Volume 7 Issue 15 17   

CRITIS12 
 
In 2012, the yearly international CRITIS 
Conference on Critical Information 
Infrastructure Security took place in 
Lillehammer, Norway. The confe-
rence continued the CRITIS tradition 
of presenting innovative research 
and exploring new challenges for the 
protection of critical infrastructures. 
As in previous years, invited speakers 
and panel discussions complemen-
ted a program of original research 
contributions.  
 
In the spirit of the past conferences, 
CRITIS12 also provided a forum for 
stakeholders from the academic but 
also government and industry sides to 
discuss challenges openly in a con-
structive atmosphere.  
 
The final panel discussion treated 
some of the main issues that were 
identified during the conference. This 
article describes the result of the final 
panel discussion. 
 

The current level of  
security 

 
The conference reflects the knowled-
ge of many cyber security experts. 
The panel was asked for their expert 
opinion on the current level of securi-
ty: are we doing enough?  
The various panel members stated 
that it is difficult to be assured that we 
are doing enough. The results and 
approaches presented are based on 
the current knowledge of experts. We 
are, however, still not confident that 
we have the right approach. More-
over, it proves hard to compare the 
level of security across sectors or 
companies lacking for instance a set 
of comparable metrics. For example, 
the level of security at SWIFT is re-
garded as very high; but in order to 
compare that level to the energy 
sector, a more detailed analysis is 
required of, e.g., the security charac-
teristics of the different sectors, the 
risk appetite and where the cost of 
the security measures lies.  

Are current risk manage-
ment methodologies ade-
quate for all situations (es-
pecially regarding the ICS 
domain)? 
 
Industrial Control Systems (ICS) have 
a different role in companies than 
general ICT systems and fall often 
under different organisational control. 
Therefore, stakeholders may need 
other methods for risk assessment and 
business impact analyses to deal with 
ICS. Also for ICS less reliable historical 
data is available as input for the risk 
assessment.  
 

 

 
Another issue for risk assessment is 
how to include the risk related to 
external dependencies, e.g. due to 
external service providers for mainte-
nance or outsourcing. As an exam-
ple, when a certificate providing 
service company in the Netherlands 
had serious security problems (Digi-
Notar) in 2011 and ceased to exist, it 
proved to be very difficult for the 
government to identify all the key 
processes in municipalities that would 
be affected by revoking their 3500 
certificates at once. Most organi-
sations did not have a second (bac-
kup) certificate supplier and did not 
have spare certificates by them at 
hand. 

 
 

	  

 	  
It	  proves	  hard	   to	  assess	   the	  
current	   level	   of	   security	   for	  
CI;	   good	   metrics	   are	   still	  
missing	  
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Risk Assessment Panel Results CRITIS12 

 
Close interaction between CIP researchers and CI stakeholders required  
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Dissemination of research 
results/getting the messa-
ge across  
 
We need to share results and start 
learning from each other. We do 
present results at conferences such as 
CRITIS, but we do not bring our main 
messages across to other communi-
ties and organisational levels such as 
decision makers and the C-level. In 
order to bring the topic to a higher 
level, leadership is required and na-
tional authorities and decision makers 
need to be convinced of the need to 
act.  
 
Research can support decision mak-
ers, but in order to reach the C-level, 
research results need to be explained 
in their language and habit of 
thought. The problems and issues 
should be linked to their main busi-
ness-driven areas of concern, for 
instance by showing that insecurity 
may affect the revenues or the or-
ganisation’s imago. Also learning 
from past incidents may prove to be 
an important factor in getting the 
message across. Story telling of the 
real story and sharing the lessons 
learned may be very convincing.  
In some companies, the top level is 
aware of dangers coming, but in 
day-to-day business at the lower 
organisational levels there is still a 
constant struggle for budget and 
resources. As long as cyber security is 
not a key performance indicator, all 
budget and resource decisions have 
to be fought for. 
 

Towards a culture of secu-
rity 
 
Changing the culture of an organisa-
tion is a challenging and time con-
suming process. It can be done, e.g., 
Alliander is working throughout the 
company on energy transition. The 
company aims to include privacy 
and security from the start of this pro-
cess and not as an add-on at the 
end. However, it takes time to incor-
porate security at all levels of the 
organisation. Security should be built-
in from the start in all processes, e.g. 
in the development and acquisition 
of material or services.  
 

 
 
Some members of the audience and 
the panel stated that the only way to 
really change the culture of security is 
a high public visibility of major inci-
dents. There is no need for managers 
to invest additional resources for 
cyber security without larger scale 
incidents occurring which may po-
tentially affect their operations as 
well. 
 

Security is only worth to pay for if 
something goes badly wrong. Stuxnet 
has raised the awareness on security 
for cyber-physical systems a little, but 
on a smaller scale than the effect 
that 9/11 had on physical security 
measures.  
 

More collaboration requi-
red  
 
More collaboration between re-
searchers and industry is necessary 
since the problem that we face is 
large and complex. For increased 
collaboration, a more abstract and 
common language is needed in or-
der to exchange results more effec-
tively, both within the research com-
munity, in the collaboration with in-
dustry, and in convincing the C-level.  
 
The current status shows a wide varie-
ty of R&D approaches and results, no 
generally accepted good practices 
and even partly contradictory risk 
assessments. This makes it very hard 
for the decision maker in the board 
room and other decision-making units 
to act on these results.  
 

Towards CRITIS 2013 
 
Based on the results of the CRITIS12 
panel discussion, the CRITIS 2013 pro-
gramme will include many opportuni-
ties for the research community and 
CI stakeholders to interact closely. 

 

	  
Learning	   from	   past	   inci-‐
dents	   and	   “story	   telling”	  
may	   help	   to	   bring	   research	  
results	   across	   to	   decision	  
makers	  
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Overview CIIP in EU 
 
Over the past years, the rise of our 
interconnected, interdependent 
society combined with terrorist at-
tacks and natural disasters has posed 
new challenges to the community of 
critical infrastructure protection. 
  
Resilience has become an important 
dimension of the critical infrastructure 
protection mission, and a key ele-
ment of the value proposition for 
partnership with the government 
because it recognises both the need 
for security and the reliability of busi-
ness operations. 
 
Resilience is not a specific, easily de-
finable term. Several definitions can 
be found in a wide range of litera-
ture, addressing all manner of public 
and private concerns. 
 

Situation in UK 
 
The UK Cabinet is very sensible in 
terms of resilience. Within their Critical 
Infrastructure Resilience Programme, 
they defined resilience as “the ability 
of a system or organisation to with-
stand and recover from adversity”. 
 

ENISA 
 
In line with this approach, but going 
in more details towards a technical 
approach, rather than an organi-
sational one, is the approach fol-
lowed by ENISA. ENISA has, in fact, 
defined resilience as "The ability of a 
system to provide & maintain an ac-
ceptable level of service in the face 
of faults (unintentional, intentional, or 
naturally caused) affecting normal 
operation." At the present the Euro-
pean Commission through ENISA is 
very active in establishing scientific 
foundations for the concept of resili-
ence applied to Critical Information 
Infrastructures (CII), and also possible 
metrics [1], [2]. 
 
Enhancing the resiliency of critical 
infrastructure can be achieved 
through the appropriate combination 

of security measures to address inten-
tional and accidental incidents; busi-
ness continuity practices to deal with 
disruptions and ensure the continua-
tion of essential services; and emer-
gency management planning to 
ensure adequate response proce-
dures are in place to deal with un-
foreseen disruptions and natural dis-
asters. 
 

European Parliament and 
Commission 
 
On 30 March 2009, the European 
Commission adopted a Communi-
cation to the Council, the European 
Parliament, the European Economic 
and Social Committee and the 
Committee of the Region, entitled 
"Protecting Europe from large scale 
cyber-attacks and disruptions: enh-
ancing preparedness, security and 
resilience", followed by another 
Communication on 31 March 2011  
("CIIP Communication" from now on) 
[3], [4]. 

 
The CIIP Communication represents 
an important element of the Com-
mission's strategy in the field of Net-
work and Information Security. It ad-
dresses the commonly perceived 
need to raise the level of prepared-
ness and resilience of critical ICT infra-
structures across the European Union, 
as the first line of defence against 
cyber-threats – complementarily to 
the policies for fighting cyber-crime 
and cyber-terrorism and in coher-
ence with international efforts in this 
area. 
 
The high dependence on CIIs, their 
cross-border interconnectedness and 
interdependencies with other infra-
structures, as well as the vulnerabilities 
and threats they face raise the need 
to address their security and resi-
lience in a systemic perspective as 
the frontline of defence against failu-
res and attacks.	  	  
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Scope of the Book  
 
The Book “Critical Information Infra-
structure Protection and Resilience in 
the ICT Sector”, edited by Paul Theron 
and Sandro Bologna, and published 
by IGI Global, [5] aims to address the 
following points:  
 
How do we understand the concept 
of Resilience in the ICT sector?  What 
is the state of play in the domain of 
Critical Information Infrastructure Pro-
tection and Emergency Preparation?  
How can states and telecommu-
nication operators, and all their part-
ners improve the protection and resil-
ience of complex critical infra-
structures? 
 

Book Overview 
 
This book seeks to present some of 
the views held in the scientific and 
professional community about Resi-
lience in the ICT sector, Major Inci-
dent Analysis and Lesson Learning, 
Critical Information Infrastructure 
Protection and Emergency Prepara-
tion, Interdependencies Modelling 
and Risk Analysis in a context of un-
certainty and lack of data about 
potential threats and hazards. These 
views are drawn from the most recent 
research work. It seeks delivering au-
thentic pictures of the current state of 
play, for the benefit of academia, 
governments, Telcos, and other or-
ganisation engaged or interested in 
CIIP, Resilience and Emergency Pre-
paredness in the ICT sector. It is or-
ganised in three Sections, with the 
intent to present three perspectives 
over CIIP and Resilience: 
 

Section 1 focuses on general aspects 
of the subject: threats and incidents, 
lessons from major crises that help to 
understand the dynamics of these 
phenomena and of the resilient re-
sponse of stakeholders, the European 
CIIP Governance Framework and a 
definition of resilience, and the socio-
economic aspects of CIIP. 
 
Section 2 focuses on the central 
question of mutual dependencies 
analysis of which it provides a variety 
of views to show that new metho-
dological and technological deve-
lopments are still much needed. 
 
Section 3 draws a panorama of the 
issues of trust and co-operation 
among stakeholders in the European 
CIIP programme and shows that such 
a programme requires a shift from 
corporate strategies to collective, 
cross-sector and cross-border gover-
nance. It shows also that such a shift 
will have impacts on standardisation 
within bodies such as ISO TC223 and 
CEN TC391 or ETSI and even NATO. 
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As the debate continues to swirl 
around the most appropriate solu-
tion(s) to Homeland Security scenari-
os, one common denominator lingers 
at the forefront of every method: 
proactive behaviour. Many books 
before this one have illustrated that a 
‘reactive’ approach will not suffice; 
however, increases in technology are 
changing the way Homeland Security 
experts and patrons alike are defining 
‘proactive behaviours’. As legislation 
outlines appropriate regulations re-
garding surveillance, advancements 
in tracking technologies have recon-
sidered and redefined the appropri-
ate privacy parameters , as: high-
resolution satellite imaging, people 
scanning, Radio-frequency Identifica-
tion (RFID) tagging, intelligent multi-
media (audio–video) analytics, web 
surfing monitoring, etc... Recognising 
the need to draw attention to the 
frequently overlooked aspects of 
advanced surveillance, this book 
addresses the ‘holes’ in existing litera-
ture between technology develop-
ments and the sensitive issues related 
to their social impact.  
 
The book, consisting of 21 chapters, 
has been written by experts in differ-
ent aspects of Homeland Security. 
These chapters deal with three broad 
areas: (i) surveillance technologies; 
(ii) legislative and social aspects of 
Homeland Security operations; and 
(iii) advanced issues on surveillance 
operations, such as advanced ana-
lytics and multimodal surveillance. A 
novel scheme is applied, which is 
unusual in technical books on security 
and surveillance, as shortly illustrated 
in the following.   
 
Part I – “Surveillance and Society” is 
not dedicated to technological as-
pects, focusing instead on the socie-
tal dimension of surveillance; this 
choice stresses the importance of 
societal acceptability as a precondi-
tion to any surveillance system. Be-
ginning with that general depiction, 
Part II- “Physical and Cyber Surveil-
lance” focuses on advanced tech-
nologies for surveillance. Most of 
those developing technologies are 
part of a framework, whose aim is to 

move from a simple collection and 
storage of information toward proac-
tive systems, able to fuse several in-
formation sources, in order to detect 
relevant events in their early incipient 
phase. Such a trend leads to security 
information management systems 
that are increasingly smart. Finally, 
some relevant applications of surveil-
lance systems, used in the framework 
of Homeland Security, are collected 
in Part III- “Technologies for Homeland 
Security”.  
 

 

 
These real world case studies are 
intended to show how innovative 
technologies can be used to effec-
tively improve the security of sensitive 
areas, without violating the rights of 
the involved people. For example, 
the authors of Chapter 15 present the 
details of the project GEPSUS (Geo-
graphical information processing for 
Environmental Pollution-related Secu-
rity within Urban Scale environments) 
to demonstrate how GEOgraphical 
INTelligence (GEOINT) technologies 
can significantly help in designing 
solutions for enhancing the security of 
humans and infrastructures against 
human-launched or natural disasters. 
 

Intended Audience for 
the Book 
 
Combining inputs from Homeland 
Security experts all over the world, this 
book provides a rare glimpse into the 
on-going battle between techno-
logical advances and personal pri-
vacy. 
 
While related literature has succeed-
ed in acknowledging the struggle, 
few have provided such in-depth 
analysis of the issues AND delivered  
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and	  surveillance.	  
	  

Editors :  
 

Francesco Flammini 
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practical solutions. For a better dis-
cussion of this point, we refer to 
Chapter 5 of the book, whose authors 
provide good example of enforcing 
the required operations while preserv-
ing and managing privacy infor-
mation (understanding and relaying 
the issue to the reader) through the 
application of a practical solution. 
 

 

 
The authors propose a privacy-
preserving video surveillance system, 
which can help to protect privacy-
sensitive information by using a rate-
distortion optimised data-hiding 
scheme; this scheme allows retrieval 
of private data with a robust, yet 
anonymous authentication module, 
which utilises encrypted biometric 
signals. This, and many other exam-
ples in the book, leaves the reader 
feeling challenged, motivated, and 
hopeful about the prospective land-
scape of the Homeland Security envi-
ronment.  
 
“Effective Surveillance for Homeland 
Security” is a valuable resource for 
engineers, researchers and policy-
makers, working in the area of Home-
land Security solution design and 
development; law enforcing agen-
cies (local, state, federal, internation-
al); operators of critical infrastruc-
tures; faculty members and graduate 
students in schools and universities; 
and similar other categories of poten-
tial readers. 

	  

	  
While	   related	   literature	   has	  
succeeded	  in	  acknowledging	  
the	   struggle,	   few	   have	   pro-‐
vided	  such	  in-‐depth	  analysis	  
of	   the	   issues	  AND	  delivered	  
practical	  solutions.	  	  



ECN 15 European CIIP Newsletter Volume 7 Issue 15 23   

Register now: CRITIS 2013! 
  
The CRITIS conference series will con-
tinue with the 8th International Work-
shop on Critical Information Infra-
structures Security in Amsterdam, The 
Netherlands, September 16–18, 2013.    
 

First day: Innovation 
 
The CRITIS 2013 conference on Criti-
cal Information Infrastructures Security 
continues a tradition of presenting 
innovative research and exploring 
new challenges for the protection of 
critical information-based infrastruc-
tures. This years’ focus is on the chal-
lenges the resilience of smart cities, a 
topic that will be highlighted by 
thought provoking and visionary key-
note speeches on the first afternoon 
and by conference papers. Some 
attention will be given as well to 12.5 
years of CIP and CIP R&D in The 
Netherlands and. 
 

Second Day 
 
The second day of CRITIS 2013 will 
focus on the dialogue between the 
critical infrastructure operators and 
stakeholders of government and 
industry and research. The agenda of 
that day will stimulate the infrastruc-
ture stakeholders to present their short 
and long term R&D needs. The aca-
demic and applied research com-
munity will be stimulated to discuss, 
sketch and collaboratively seek for 
solution directions to address these 
needs along the set of these needs 
and by providing original research 
contributions which aim to bridge 
existing gaps between R&D and op-
erational needs ('market'). 
 

Third Day: Young CRITIS 
 
The third day program addresses 
C(I)IP R&D advancements and Young 
CRITIS, an initiative to build-up of a 
(virtual) strong community of young 
researchers in this field. A special 
LinkedIn group has been established 

where young researchers (and oth-
ers) can ask questions, ask for pointers 
to existing R&D, approaches, and so 
forth. Build the international CIP and 
Resilience of Smart Cities community 
by joining the special LinkedIn Group 
Young CRITIS now!  
 
CRITIS 2013 invites critical (infor-
mation) infrastructure protection 
(CIP/CIIP) end-users (government, 
operators, industry, etc.) and the 
CIP/CIIP-related (academic) re-
search communities and disciplines. 
CRITIS encourages discussions be-
tween all types of stakeholders and 
multi-disciplinary approaches to rele-
vant CIP problems. 
 

 

 
Registration opens mid of June and 
will be possible only till September 1st 
(logistic reasons). The conference 
program has been published at the 
CRITIS 2013 website www.critis2013.nl . 
 
 

See you at CRITIS in Am-
sterdam! 
 
Eric Luiijf , Annemarie Zielstra 
and their local host team by TNO:   

• Marieke Klaver 
• Imelda van de Voorde 
• Yennie Lam 

 

 

	  

	  
With	   the	   eight	   edition,	   CRI-‐
TIS	   has	   been	   established	   as	  
“the	   European	   C(I)IP	   Con-‐
ference”:	   57	   submissions	  
were	   at	   least	   from	   three	  
experts	   evaluated.	   The	   best	  
papers	  will	   be	   presented	   at	  
CRITIS	  2013.	  

Eric Luiijf  

Eric Luiijf is Principal Consultant 
Critical (Information) Infrastructure 

Protection and Cyber Operations at 
TNO, The Hague, The Netherlands. 

  
Local co-chair CRITIS 2013. 

e-mail: eric.luiijf@tno.nl 
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CRITIS 2013: Register now! 
 

CRITIS 2013 will take place in Amsterdam, The Netherlands,  
September 16-18.  

Key topic: Resilience of Smart Cities. 
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Links 
 
ECN home page  http://www.ciprnet.eu 
 
 
 
Forthcoming conferences and workshops 
 
CRITIS 2013   16.-18.9.2013 Amsterdam, The Netherlands 
http://www.critis.nl 
 
Future Security 2013  17.-19.9.2013 Berlin, Germany 
http://www.emi.fraunhofer.de/veranstaltungen/details/id/4/ 
 
The Grand Conference  5.11.2013  Amsterdam, The Netherlands 
http://www.thegrandconference.org 
 
CIPRE    12.-13.2.2014 London, UK 
http://www.cipre-expo.com 
 
 
 
Recent conferences and workshops 
 
CRI!SE    28.5.2013 Weimar, Germany 
http://www.bbk.bund.de/SharedDocs/Termine/BBK/DE/2013/CRISE_Fachtagung_Weimar.html 
 
ISCRAM 2013   12.-15.5.2013 Baden-Baden, Germany 
http://www.iosb.fraunhofer.de/servlet/is/35401/ 
 
ANDROID conference  October 2012 Estonia 
http://www.disaster-resilience.salford.ac.uk 
 
 
 
Exhibitions 
 
Interschutz 2015   8.-13.6.2015 Hannover ,Germany 
http://www.interschutz.de/86385 
 
 
 
Project home pages 
 
FP7 CIPRNet   http://www.ciprnet.eu 
FP7 ValueSec   http://www.valuesec.eu 
 

	  
Interesting Downloads 
 
European Network and Information Security Agency www.ENISA.eu publishes reports and other material on “Resilience of 
Networks and Services and Critical Information Infrastructure Protection”	  
www.enisa.europa.eu/activities/Resilience-and-CIIP 
 
Centre for Protection of National Infrastructure UK, www.cpni.gov.uk has a variety of interesting material available e.g.: 
www.cpni.gov.uk/advice/cyber  
 
 
 


